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Local Governments Can 
Cut Expenses & Enhance 
Cybersecurity With AI
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Over 20 Years of Experience In IT and 
Solutions for Organizations

cmazzanti@emazzanti.net
(844) 360-4400 x4410

Carl Mazzanti
President & Co-Founder at eMazzanti 
Technologies
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Å Outsourced Network Management
Å Cloud and Mobile Solutions
Å AI Infrastructure and Readiness 
Å 24 x 7 x 365 Support

Best-in-class Cybersecurity Protection. 
Award Winning IT Managed Services Providerwith 
many accolades for superior service delivery and 
stellar growth. 

24 Years ʅ Delivering Increased Revenue Growth, Data Security, And Productivity 
For Organizations Of All Sizes ʅ Globally
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Locations

HEADQUARTERS

701 Grand St,

Hoboken, NJ 

07030

BELLEVUE, WA

170 120th Avenue, 

Bellevue, WA 

98005

WILMINGTON, DE

3422 Old Capitol 

Trail, #644, 

Wilmington DE 

19808

TORONTO, CA

2900 John St.- 

Suite 400 

Markham, ON 

L3R 5G3

GUATEMALA

18 Calle Boulevard 

Los Proceres, 

24-69 Zona 10, Edificio Zona

Pradera Torre 2 Oficina 1602

MONTREAL, QC

180 Peel Street, 

Suite 333,  

Montreal, QC, 

H3C 2G7

MILILANI, HI

95-390 Kuahelani 

Avenue, 3AC -1115 

Mililani, HI 

96789

ST. PETERSBURG, FL

7901 4th St N 

STE 17376 St 

Petersburg, FL 

33702

HEADQUARTERS

 (Winter, 2025)

724 Clinton Street

Hoboken, NJ ô

07030

ITALY

Italian office Via Mazzini, 

7 - 20016 Pero (MI)
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How Can AI Help Government 
Technology Professionals?
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$1.9 Million Reasons to Automate

Automating Electronic Document Filings

Speeding Up Processing, Enhancing Accuracy

Reducing Backlogs, Paper Waste, Boosting Judicial Efficiency 1
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1-https://www.smartcitiesdive.com/news/4 -ways-local-governments-harnessing-ai-transform-operations/739931/

In 2017, Palm Beach County, Florida adopted AI-enabled 
automation software. It uses deep learning algorithms and 
machine learning techniques to automate tasks

The county has saved nearly $2 million a year by:

This Photo by Unknown Author is licensed under CC BY-NC-ND

https://www.europeandissemination.eu/why-automation-and-flexible-jobs-could-lead-to-more-meaningful-work/14133
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://creativecommons.org/licenses/by-nc-nd/3.0/
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Are You Safe?
Cyberattacks (Ransomware) can disrupt heavily 
interconnected digital systems. Cities of all sizes are 
lucrative targets for Cyber attacks!

Atlanta 

Å Incurred $17 million for response, recovery and remediation

Baltimore 

Å Lost $5.3 million responding to a ransomware attack 

Å Lost another $14 million because of compromised payment 
collection systems. 5 

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET

5- https://cltc.berkeley.edu/wp-content/uploads/2024/04/Transaction-Costs-of-Municipal-Cyber-Risk-Management.pdf
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In today's session, we will cover: 

Å Tech & AI-backed solutions: Save $ and 
help to keep your systems safe

ÅWhy automated Cybersecurity matters

Å Best practices

Å Failsafe: Contingency Plans, Backups

Å An Offer You Cannot Refuse

AI is Mainstream- But Is Your 
Municipality On Board?

1-https://www.mastercard.com/us/en/news -and-trends/perspectives/2024/why-
small-businesses-are-big-targets-for-cybercriminals-and-6-steps-to-protect-
them-this-holiday-shopping-season.html
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Technology is the Anti-Inflation
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Å AI enhances:

Å Public service delivery

Å Operational efficiency

Å Resource management

Å Citizen engagement

Å Public safety

Technology 
Automates Activity 
& Saves Time 
On Repetitive Tasks

3-https://bja.ojp.gov/program/it/privacy -civil-liberties/authorities/statutes/1285
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Leveraging Now Will Save Time And Labor! 
Use Microsoft Copilot To:
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Create replies to 
constituent queries

Work across calendar, 
emails, chats, 
documents, meetings, 
& contacts

Command apps and 
translate documents 
into presentations

Keep data safe with 
security, compliance, 
and privacy policies

Format presentation 
preferences such as 
essay, outline, 
PowerPoint, or bullets

Request the use of 
specific keywords, 
phrases, or technical 
terms to be included or 
avoided in a response
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AI Reduces Time And Labor Costs, & 
Increases Efficiency
In 2025, San Francisco announced it completed a 
6-month trial run of Microsoft 365 Copilot Chat 

Å70% of the 2,000 employees reported time-
savings of up to five hours a week

ÅCopilot: rolled out to all 30,000 city employes

Å9ŔƣǃНĲůƓũŸǃĲĲƚаНљSubstantiallyњНmore time for 
high-priority citizen services

ÅAnnual savings projected 7.8 M hours, or $405 M 2
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2-https://hoodline.com/2025/07/san -francisco-employs-ai-for-30-000-city-workers-aims-to-boost-

public-service-efficiency/
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AI Can Boost Your Productivity Every Day
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Get started on a memo, a letter, or job 
descriptions

Format presentation preferences, like an 
essay, outline, PowerPoint, or bullets

Request specific keywords, phrases, or 
technical terms to be included or avoided 
in your messaging 
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Technology & Training 
Keeps You Safer
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Municipalities Are Being Targeted

Government Entities: 
Å One of the top three targets for ransomware, according to 

the FBI 3

Å The FBI does NOT recommend paying ransomware 

Å Even if a ransom is paid, you may not get your files back. 

Cybercriminals Are Leveraging AI Tools 
Å Orchestrating highly targeted phishing campaigns4

Å Employing AI-powered voice & video cloning techniques 

Å Impersonating trusted individuals4

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET

3- https://www.ic3.gov/Media/PDF/AnnualReport/2023_IC3Report.pdf
4-https://www.fbi.gov/contact-us/field-offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-
cyber-criminals-utilizing-artificial-intelligence

©2026 eMazzanti Technologies. All rights reserved.



©2026 eMazzanti Technologies. All rights reserved.

Automated, AI-Driven Tools 
Can Outsmart Attackers
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AI Solutions 
Scalable & Tailored To Your Needs & Budgets

AI-backed Cybersecurity Tools Can 
Å Guard against nation-state, & other cybercriminals

Å Prevent data breaches

Å Automatically scan systems 

Å fƚƚƨĲНċũĲƖƣƚНƽőĲŰНǃŸƨќƖĲНĤĲŔŰŊНċƣƣċĦťĲĬ

SIEM/SOC 
(Security Information & Event Management / Security Operations Center) 

Combine automation & human oversight to scan for 
threats and block them

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET
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Automation
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eCare Network Management

System automationlike premium 
security agents aredesigned tokeep 
you protected.
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Adopt Best Cybersecurity Practices
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Guard Against a Cyber Attack:
Layers of Security

Å One system alone is not enough, where one fails, anther 
should succeed

Email Filtering

Å  Do not open any attachment or click any email links

Geo-Blocking 

Å Only allow connections to and from where you do business

AI-Enabled & Other Automation 

Å Preventative Controls

PEN Testing 

Å Discover vulnerabilities before cyber criminals do

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET
©2026 eMazzanti Technologies. All rights reserved.



©2026 eMazzanti Technologies. All rights reserved.

Å 30% of recipients open phishing 
messages 

Å 12% click on attachments

Å 94% of malware is delivered via email

Partner with a trusted email consultant & 
Cybersecurity provider 

Implement the necessary protections that 
will provide you with peace of mind.

Email Protection

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzanti .net
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MXINSPECT The Managed Email Security Solution 

Protects Organizations From Email Threats  

Å Phishing

Å Malware 

Å Spam

Å Other forms of dangerous content

Specifically Designed For SMEs

Å Enhanced Security With Spam & Phishing Detection

Å Dynamic Analysis of URLs & Attachments

Å Social Media Account Protection

Å Policy-Enforced Encryption & Data Loss Prevention

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzanti .net
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Password 
Length

Time to Crack
Numbers Only

Time to Crack
Lowercase

Letters Only

Time to Crack
Mixed Case

Letters

Time to Crack
Mixed Case +

Numbers

Time to Crack
Mixed Case +

Numbers +

Symbols

6 characters Instantly Instantly Instantly Instantly Instantly

8 characters Instantly Instantly 22 minutes 8 hours 8 hours

10 characters Instantly 22 minutes 3 weeks 5 years 5 years

12 characters 2 seconds 3 hours 300 years 34,000 years 34,000 years

14 characters 2 minutes 3 days 2 million years 200 million years 200 million years 

16 characters 2 hours 300 years 200 million years 13 billion years 13 billion years

23

STRONG PASSWORDS ALSO MATTER
This table shows that it takes significantly more time to crack longer, more complex passwords

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzanti .net
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Where is your Business headquartered? 
Unless you have an international presence that 
~ÖÉÑНĤĲНŸƓĲŰНƣŸНċũũНĦŸƨŰƣƖŔĲƚЯНǃŸƨќƖĲНũĲċƻŔŰŊН
yourself open to international hackers.

Å Identify what countries need access 

ÅBlock all the others

Not doing work with Russia? Block them! 

Geo-Blocking
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Stay Safer With MFA
Multi-Factor Authentication Is A Gatekeeper

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzant i .net
©2026 eMazzanti Technologies. All rights reserved.



©2026 eMazzanti Technologies. All rights reserved.

Even If A Hacker Has Your Password
MFA Can Keep Them Out 

An authentication factor is a way of proving who you 
say you are when you try to sign in. 

Multi-Factor Authentication (MFA) Requires 

Å љÉŸůĲƣőŔŰŊНǃŸƨНknow" (like a password)

Å "Something you have" (like a phone or security key)

Å "Something you are" (biometrics, like a fingerprint)

MFA makes it harder for attackers to gain unauthorized 
access even if they steal one credential. 
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AI-Backed Automation
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Premium Security Agents Complement 
Human Oversight To Keep You Protected



©2026 eMazzanti Technologies. All rights reserved.©2026 eMazzanti Technologies. All rights reserved.

Å Lock down systems to stop 
malware and other attacks

ÅBlock unauthorized changes

ÅLearn and keep up with evolving 
threat vectors

ÅDeliver these & more at  
competitive price points

AI Is The Anti-inflation

AI-powered Automated 
Defenses Can:

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzanti .net
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Call for Escalations 
Å 201-360-4444: Direct Dial Support Line

Teams Chat 
Å Running Customer Inquiries

SMS 
Å Update or progress an existing ticket. 

A.I. Agent Direct Dial and Let Emma handle it all 
Å 201-252-4499

AI-Powered Help Desk:

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzanti .net

Welcome to eMazzanti.

In an effort to provide you with optimum response time and service, we are outlining the process for opening a service 
delivery request and a few other important items. You can also use this process to request additional licenses as well.

Next Steps:
help@emazzanti.net is the primary address for requesting support services. This address will open a service request ticket 
which starts the process of engagement. You can also always call 201-360-4444: This is our main support line, someone 
will take the details of your call and then dispatch an engineer to handle your request.

Important items:
When requesting support, we ask that you are prepared with some basic information to help get us started. This applies to 
both phone and email requests.

Be prepared with your name and phone number, the contact name and phone number where the problem exists, the 
nature of the problem, how long it has been occurring and any other technical details that are relevant.

For email requests we ask that your subject line be written like the following example:
Your Client Name | Your Employee Name | Subject Line outlines the request | Support Level*

ABC Company | John Doe | Cannot send email | Quick Response

It is important to supply as much information as possible.If eMazzanti has the entire picture prior to engaging you, we can 
better coordinate and address your issue a fast as possible.Please see below how to best provide information to the team 
for an efficient and fast response.

*Support Level:

Low - can function but needs to be addressed or maybe it is an idea that can help improve procedures in your location (up 
to a week expect resolution/response)

· Normal Response - Respond within 6 hours

Medium - normal business is functioning but issue needs to be addressed (up to one week expect resolution/response)
· Quick Response - Respond within 2 hours

High - Mission Critical ς cannot function needs immediate attention ς day to day cannot happen without this being 
resolved.

· Emergency Response - Respond within 30 minutes.

Please let us know if you have any questions and we will be glad to assist.

Thank you,

mailto:help@emazzanti.net
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Audit The Cyber Defenses  Of Your 3rd Party Vendors

When hackers stole a reported 40 million credit card 
numbers from Target Inc., they did not attack the 
retailer directly. Instead, they stole credentials from 
one of ÑċƖŊĲƣќƚ third-party HVAC vendors.-4

Do your vendors follow Cybersecurity best practices?

A trusted Managed Services Provider can audit your 
vendors & evaluate their efficacy

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET

4- https://www.facilitiesnet.com/hvac/tip/Target -Settles-HVAC-Data-Breach-for-185-Million--39237
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Eliminate Hidden Threats 
With SIEM/SOC Solutions

3
1©2026 eMazzanti Technologies. All rights reserved.
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Malicious Zero Day Threats & Other 
"Sleeping Giants" Can Infect Your Network 
& Sit Undetected Until A Trigger Event 
Unleashes Them

Automated, Human & AI BackedPlatforms

Help Prevent Data Breaches

Continuously Monitoring Your Systems

Responding To Threats

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET

SIEM(Security Information and Event Management) 
and SOC(Security Operations Center)work together.
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fĬĲŰƣŔŉǃНǃŸƨƖНŉŔƖůќƚНƽĲċťНƓŸŔŰƣƚН
with Penetration Testing

A Pen Test plugs digital holes 
before bad actors exploit them

Check Your Digital 
Defenses With 
Penetration Testing

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     emazzanti .net
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Pen Testing
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ÑĲƚƣŔŰŊНǃŸƨƖНŉŔƖůќƚНƚǃƚƣĲůƚ, your 
website, and infrastructure lets us 
discover your vulnerabilities before 
Cybercriminals do. 

These assessments also test issues like 
your defensive mechanisms, and end-
user adherence to security policies. 
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AI-Backed Cyber Tools Alone Are Not Enough
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Penetration Tests (Pen Tests)
Cybersecurity Tools Are Effective, But Alone 
They Are Not Enough

Periodically Training & Testing users with Pen Tests

ÅÂĲƖŔŸĬŔĦċũũǃНƚĲŰĬŔŰŊНљƓőŔƚőŔŰŊњНĲůċŔũƚН

ÅHighlight digital and human vulnerabilities

ÅSee if to your staff take the bait

ÅSee who needs further training

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET
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Cybersecurity Training Matters
Associates & Employees

òŸƨƖН[ŔƖůќƚН[ŔƖƚƣНxŔŰĲН§ŉН?ĲŉĲŰƚĲ

Bad actors to quickly scrape public data from social 
media, professional networking sites, & company 
websites with AI. With this information, cyber criminals 
build individualized, authentic-looking phishing 
messages.

ÅNegligent Employees: Prime entrance points 

ÅUninformed Individuals: More likely to fall for 
phishing & other attacks. 

ÅPeriodic Training: keeps employees up to date on 
latest best practices

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET
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Do You Have Contingency Plans?

701 GRAND ST, HOBOKEN, NJ, 07030    |     T 844.360.4400    |     EMAZZANTI.NET

Human error, other circumstances 

may let a bad actor successfully access your systems.
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Å Is your data being backed up on 
schedule?

ÅWhat are your emergency 
protocols?

ÅDo you have a remediation plan?

ÅWhat is your Incident Response and 
communications plan with your 
stake holders and customers. 

ÅPeriodically test your response 
plan!

Contingency Plans
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Cloud Backup
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Perception

љfŉНůǃН~ŔĦƖŸƚŸŉƣНΟΣΡНċƓƓũŔĦċƣŔŸŰНŔƚНŔŰН
ƣőĲНĦũŸƨĬЯНƣőĲŰНfНĬŸŰќƣНŰĲĲĬНƣŸНƽŸƖƖǃН
about backing up my data т ŔƣќƚН
ċƨƣŸůċƣŔĦċũũǃНƚƣŸƖĲĬНċŰĬНťĲƓƣНƚċŉĲЮњ

љcċĦťĲƖƚНċŰĬНĦǃĤĲƖНĦƖŔůŔŰċũƚНċƖĲŰќƣН
targeting smaller businesses т 
ƣőĲǃќƖĲНŸŰũǃНŊŸŔŰŊНċŉƣĲƖНƣőĲНĤŔŊН
ĦŸůƓċŰŔĲƚЮњ

Reality

Two key issues:
1. Misunderstanding of Microsoft 

policies & commitments. 

2. Underestimating of the data 
loss risks (and costs) facing 
large & small companies.

Backups:MicrosoftDoes NotOffer Real Backup For Microsoft 365
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What You Can Do Now

1. Automation

2. Cloud Backup

3. Email Protection

4. Geo-Blocking

5. MFA

6.Security Best PracticesTraining 

7. Paying Ransom is NOT an Option

8. Third-Party Risk Management & Pen Testing

41
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Key Takeaways

Bad Actors are 
aiming at YOUR 

community

The question is 
not IF you willbe 
attacked Ö it is 

WHEN you will be 
attacked

Automated, 
layered Digital 

Defenses & 
Training can keep 

you safe 

An experienced 
Cyber Security 

Partner can 
assess 

& remediate your 
Third-Party Risk

Municipalities 
that Prepare In 

Advance will NOT 
Have To Pay 

Ransom
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Paying Makes You A Great Customer.Be Prepared To Be Hit Again.

43

Paying Ransom IS NOT an Option
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